(11)

(2)

2003.07.11

E-Mail: katto@waseda.jp



e 3
oL/

Mobile IP
SIP Mobility



Mobile IP (1)

- Mobile IPv4 ( )
CN (Corresponding Node) HA (Home Agent)
Qﬂ / @J ./
&= &= )
= ==

Reqistration (CoA)

FA (Foreign Agent)

MN (Mobile Node)

(MN:

Router Advertisement (CoA:




Mobile IP (2)

e Mobile IPv4 ( ) I=
CN (Corresponding Node) HA (Home Agent)
L ‘\‘Jl,;) MN /'@..]V)
-_ =

CoA| MN

FA (Foreign Agent)

MN (Mobile Node)

(MN:
(CoA:



Mobile IP (3)

- Mobile IPv4 ( )

 MN (Mobile Node):

» CoA (Care of Address): ( )
* HA (Home Agent):

* FA (Foreign Agent):

* CN (Corresponding Node):

*MN FA CoA (Discovery: Advertisement, DHCP )
*MN HA CoA (Reqgistration)

*CN HA MN (Delivery)

« MN

« MN MN CN



Mobile IP (4)

* Route Optimization ( )

CN (Corresponding Node) HA (Home Agent)

Binding Update (CoA)
CN 3

Registration (CoA)

"~ (=

|

j
N
(e]
%)
N

N\

\

W

\

FA (Foreign Agent) .
1
MN (Mobile Node)

MN | CoA

CN



Mobile IP (5)

e Fast Handover (1)

(1)
(2)

U

(1) MIP (HMIP)
(2)
(3)




Mobile IP (6)

 Fast Handover (2)

MIP
==~ HA
==~ CN =
L@J / /‘@_J{/'
(/ 7 1§W/»
= -
FA
MAP
N

(e :’ e :i
Loy o)

MAP: Mobility Anchor Point

AR: Access Router
-_ ‘/§l/’
AR1 AR2

Regional
Registration




Mobile IP (7)

e Fast Handover (3)

Buffering (Fast MIP)

Old FA (@TT ‘

Bi-casting (Simultaneous Binding)

CN

)

o
NN

A

HMIP (CN MAP



Mobile IP (8)

* Mobile IPv6 ( )

CN (Corresponding Node) HA (Home Agent)

o
N
«
<
=
’/3‘77[
Sy
N

e A
@

\
|

f

CN

Binding Update (CoA)

Registration (CoA)

IPv6 Router

MN (Mobile Node)

. (MN:
. (CoA:

IPv6 v




Mobile IP (9)

* Mobile IPv6 ( )

IPv4
FA IPv6 Stateless Address Autoconfiguration
Home Address Option MN CoA
Destination Option Binding Update

Route Optimization (MIP ) IPV6

MIPv6
MN  CoA (Stateless Address Autoconfiguration)
MN HA CoA (MIP Registration)
CN HA MN
MN Binding Update CN

MN CN HA



SIP

CN SIP Location Server
(’Cjn’ SIP Invite - "’ T"',
2ARP g @

B2 302 Client Moved =

-

)
a

SIP Invite (CN - MN)

4
7 )
=

Registration
)
200 OK (MN - CN)
VolIP or streaming
DHCP Server '/

MIP Route Optimization



SIP (2)

CN SIP Location Server
() ()
/%, //f /%) flﬁ |
- -

MN Moves (MN - CN)

Re-registration
SIP Re-Invite (CN - MN)

( )
200 SIP OK (MN - CN)
VolIP or streaming
L/)
Old AR ) New AR




SIP

CN SIP Location Server
", \‘T“") Invite / Client Moved
L 2
- = )
-

b
ﬂ

\

VoIP or streaming

/ =

J \\

%f

Registration
( )
sip:jiro@foo.com
- place#3.foo.com
(&)
-

Place #1




MIP Mobility vs. SIP Mobility

(IP ) (SIP URL)
L3 L7
(MIPv4)

(1) Route Optimization (MIPv4)
(2) MIPv6
HA Location Server

HA Location

Server

(1) Hierarchical MIP (localization)
(2) (loss reduction)

(3) (loss reduction)




» SIP Security (
e Secure RTP (
* NAT/



SIP Security (1)

e HTTP (Digest ) .
User A User B
INVITE
—
200 OK
_—
- ACK
—

User A

INVITE

>

401 Unauthorized

User B

—

X
o ACK
=D
INVITE
Authorization:
D>
200 OK
S
ACK

challenge

e <



SIP Security (2)

User A Proxy User B
INVITE
>
407 Proxy Authentification
&
ACK
g
INVITE Proxy Authorization
g INVITE
N >
401 Unauthorized
401 Unauthorized <
B ACK
ACK >
>
INVITE Proxy Authorization
+ Authorization
L User > INVITE Authorization
P
= 200 OK
200 OK “
<
ACK
P




Secure RTP

« RTP/RTCP
SDP
User A User B
Ie INVITE
SDP i
3 i\/ —
200 OK
-
ACK

' N
N B




NAT/ (1)

 SIP over UDP

User A NAT User B
192.168.0.10 192.168.0.1/ 133.9.y.y
133.9.x.x

| INVITE
SIP/SDP | (\( ) 49560
I S ) J —
_ 5060
Contact: sip://foo@192.168.0.10
c=IN IP4 192.168.0.10
( ) 200 OK

SIP/SDP |




NAT/

(2)

e SIP over TCP

User A
192.168.0.10

SIP/SDP |

|
i

Contact: sip://foo@192.168.0.10
c=IN IP4 192.168.0.10
m=audio 49820 RTP/AVP 0

INVITE

RTP/UDP

NAT User B
192.168.0.1 / 133.9.y.y
133.9.x.x
[ (\ 5060
J —
2000K ;
O+ NN
(ACK
/
N () 41620
\ C/ et
RTP/UDP
=
/' () 49820

RTP

)



NAT/ (1)

L7

SIP/SDP
/

D L3/L4 (( \

o o ff
fefeteeec ) / T\) fEEEeEtas [ T)\)
User A NAT / User B
192.168.0.10 192.168.0.1 133.9.y.y

133.9.x.x



NAT/

* UPNnP (

XML/HTTP

User A
192.168.0.10

) NAT Traversal

NAT
192.168.0.1/ User B
133.9.x.x 133.9.y.y
UPnP
/’7>\\
(=
L3/L4 = ,;
Ao ?>)\
(UPNnP )

Microsoft SSDP / Windows XP



Security

S/MIME:

Secure RTP: RTP/RTCP

(NAT/Firewall)
ALG: (L7)

UP P:

TLS: Layer 4

IPsec: Layer 3



Word









